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1. xS

HIR TR, ¢ Http POST method UrlEncode

e e iR Afe | ZH et
81i% (Object)
OP H e eE string Y OP=GP ; BU1Sta &1
OP=CK ; Hf5 Key & 1V
IStr T B B Al string | Y T B S BERK Tson k75, DL AES256 MR GE 1)

GP HU15 FE i A Al -

mem_cid: B RKIRIEGE AR/ 5 755

PassCode: =& & iats i PassCode /2 42 77 A LG 3) G Q)
TimeStr: M5B K5 EGE 4 7 GE WGE 4)

GK B8 Key A 1V:

mem_cid: K IRIEGE LN/ S 5 7%)

PassCode: 3¢ % it PassCode jE AE 77 il LG 3)GE 8)
TimeStr: M5B K5 EGE 4 7 GE WGE 4)

CheckNum: #i%HS (8 )

A (Object)

WS 5] & string Json F-Ef LA AES256 In& B8, G5LL AES256 fif% (51 2)
Json fi#% 1% Object N%¥

GP:

mem_cid string EELES
PassCode string EF e A GEa))
TimeStr string I ] K

CheckNum string FEMEIRAZAS (8 1)
GK:

PassCode string EF e N GEa))
EncryptionKey string I Key
EncryptionlV string hnss v

WIS EFRY AES256 M2 (RE 1 K&t 2)key KR IVEIEART :

Key: paynowencryptpaynowcomtw28229955
IVt encrypt282299550
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1.1 A iE R R

string OP ="";

string timestr = StrRight(DateTime.Now.Year.ToString(), 1) + StrRight("000" + DateTime.Now.DayOfYear.ToString(), 3) + StrRight("0" + DateTime.Now.Hour.ToString(),

2) + StrRight("0" + DateTime.Now.Minute.ToString(), 2) + StrRight("0" + DateTime.Now.Second.ToString(), 2);

string GetPowerCheckStr = Mod_ChkObject.GetPowerCheck(mem_cid, timestr, true);

string GPassCode = Mod_ChkObject.GetPassCode(mem, GetPowerCheckStr, false, "");

string GPassCode = Mod_ChkObject.GetPassCode("28229955", GetCheckNumStr, false, "");
Obj_Encrypt.Obj_InPutGetPass ObjinPutGetPass = new Obj_Encrypt.Obj_InPutGetPass();
Obj_Encrypt.Obj_OutPutGetPass ObjOutPutGetPass = new Obj_Encrypt.Obj_OutPutGetPass();
Obj_Encrypt.Obj_OutPutEncryption ObjOutPutKey = new Obj_Encrypt.Obj_OutPutEncryption();
ObjInPutGetPass.mem_cid = "28229955";
ObjInPutGetPass.PassCode = GPassCode;
ObjInPutGetPass.TimeStr = timestr;

string JSS = JsonConvert.SerializeObject(ObjInPutGetPass);

string Jstr = Mod_ChkObject.AES256_Encrypt(JSS, "paynowencryptpaynowcomtw28229955", "encrypt282299550");

OP ="GP";

returnStr = SubOP(OP, Jstr, ", "","", "", """, posturl);

returnStr = Mod_ChkObject.AES256_Decrypt(Server.UrIDecode(returnStr), "paynowencryptpaynowcomtw28229955", "encrypt282299550");

ObjOutPutGetPass = JsonConvert.DeserializeObject<Obj_Encrypt.Obj_OutPutGetPass>(Server.UrIDecode(returnStr));

GetPowerCheckStr = Mod_ChkObject.GetPowerCheck ("28229955", timestr, false);

GPassCode = Mod_ChkObject.GetPassCode("28229955", GetPowerCheckStr, true, ObjOutPutGetPass.CheckNum);
ObjOutPutGetPass.PassCode = GPassCode;

JSS = JsonConvert.SerializeObject(ObjOutPutGetPass);

Jstr = Mod_ChkObject.AES256_Encrypt(JSS, "paynowencryptpaynowcomtw28229955", "encrypt282299550");

OP ="GK";
returnStr = SubOP(OP, Jstr, ™", "", """, "", """, posturl);
returnStr = Mod_ChkObject.AES256_Decrypt(Server.UrlDecode(returnStr), "paynowencryptpaynowcomtw28229955", "encrypt282299550");

ObjOutPutKey = JsonConvert.DeserializeObject<Obj_Encrypt.Obj_OutPutEncryption>(Server.UrlDecode(returnStr));

ST HIESAT R NS (U NA R TimeSt r BEHMAFZER)

GP:

{"mem_cid":"28229955","PassCode" : "CCEO89C4156 7EFB631A3E82AA20D54B3F3D1BES41806C7T48AA9E39BS7F301D73" , "TimeStr" : "23
21163000", "CheckNum" : "65813612"}

GK

{"PassCode":"D35792712EBE651B297B4CD543086D4 7A68CCBB1338F19B19ADOEE8AA49F1355" , "EncryptionKey": "9a704b9059f14eal8
103ac874a8d42c3", "EncryptionIV":"adb710074b47cfco" }
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private string SubOP(string OP, string JStr, string JStr1, string JStr2, string mem_cid, string TimeStr, string CheckNum, string posturl)
{

string postdata =

n,
’

string returnStr ="";
try
{
System.Text.UTF8Encoding encode = new System.Text.UTF8Encoding();
byte[] encodedBytes;
postdata = "OP="+ OP + "&JStr="+ Server.UrlEncode(JStr) + "&JStr1="+ Server.Url[Encode(JStrl) + "&JStr2=" + Server.UrlEncode(JStr2) + "&mem_cid="
+ mem_cid + "&TimeStr=" + TimeStr + "&CheckNum="+ CheckNum;
encodedBytes = encode.GetBytes(postdata);
ServicePointManager.SecurityProtocol = SecurityProtocolType.TIs12;
System.Net.HttpWebRequest HttpWReq = (System.Net.HttpWebRequest)System.Net.WebRequest.Create(posturl);
HttpWReq.Method = "POST";
HttpWReq.KeepAlive = true;
HttpWReq.ContentType = "application/x-www-form-urlencoded";
HttpWReq.ContentLength = encodedBytes.Length;
HttpWReq.AllowAutoRedirect = true;
HttpWReq.UserAgent = "PayNowapilS";

using (System.lO.Stream newStream = HttpWReq.GetRequestStream())

{
newStream.Write(encodedBytes, 0, encodedBytes.Length);
using (System.Net.HttpWebResponse HttpResp = (System.Net.HttpWebResponse)HttpWReq.GetResponse())
{
using (System.lO.StreamReader reader = new System.|O.StreamReader(HttpResp.GetResponseStream()))
{
returnStr = reader.ReadToEnd();
}
}
}
}
catch (Exception ex)
{
returnStr = ex.ToString();
}
finally
{
string lognameRsp = DateTime.Now.ToString("yyyyMMdd") + "_testGP_Resp_log.txt";
WriteLog(lognameRsp, "Response_End:" + postdata + "_returnStr:" + returnStr);
}

return returnStr;
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2. TigR
3% 5, : Http POST method UrlEncode
SHEH i g | RE | XA ek
oP iS5 awA string Y OP=R_gp
L 823
JStr1/Jstr2 Json FEB string Y A T Y28 R Json f& T
mem_type : BEXEE @F LEX 28ER)
buysafeno : PayNow 5TEE4m5R
mem_cid : BZRIRSE
passcode : XX B EHBE
FHLUUTTIE AR AR R SHA-1 BRRBINFEL AR
mem_cidordernorefundprice i 5232 551
mem_bankaccno : B AIRIRSE
accountbankno : B ARSRIT RS
mem_bankaccount : B3k AIRSR{TZHE
refundvalue : 3BREKEH
refundmode : BRIET(L FFEBRK 2 HERIEK 3 BUMBRKCHE
#))
buyerid : JHEZIRSE (GHEFHERZFEHFTA)
buyername : JHBEEHLCEERFBEZ BT EFHA)
buyeremail : &% Email CEEFIEZ SR FEFFA)
refundprice : Bk E$4H
1 FHISEEAR Tson TFEpiR DURIX IS RS Key K IVGEE
3T AES256 IZGE D% &R T 85 0 IrAgR IStrl e ISt2
WifE 2% > B UrlEncode - {&
mem_cid BELSH string | 8-10 |Y BEUSHER TSk
TimeStr T [ % string | 10 Y 02 ek T SR IR B (1 TimeStr
CheckNum BErEAmAZS | string | 8 Y oS {2 5 o HUAS Fil B 7 A s [ L) CheckNum
Json I X FEBSHAE
mem_type FEREBTT string | 1 Y By (EC EET 2)
1: 3T RER
2 BHETTRER
buysafeno PayNow 578 | string | 19 Y
Ao
mem_cid PR MRS string | 8-10 | Y ENETSGR - EAGET
passcode LSRG string Y LA NS E R SRR ] SHA-L FER s BUINE RS
mem_cidordernorefundprice 7457 %2 55
mem_bankaccno | ZRFANRIESE | string | 14-20 | N ZEF R A E R S EA T AR
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accountbankno BHERITIUEE | string | 7 N e A E R e AN BRFERITREEIL 7 BBERTT SR+ 77 (5%)
mem_bankaccount | EFXERTTME | string N ZEFER L AERE i NIRRT 4
refundvalue BRREE string | 20 Y B A
refundmode BHEJTIRFE | string | 1 Y HrEre (EC EERT 1)
il 1: IR
2 ¢ [FIRIREK
3 ¢ HUMERK(mem_type = 1 B A[%5 A)
buyerid THE SRR string N ERSNER It eyt o
HIHME RS HBFE SR EFET A (S 7538 - 3 THRI%)
buyername THEELS string N ERSNER It e =t o
HIHE RS H B 5 AR EE T A CH R R A -#R1T701%)
buyeremail HE#E Email | string N P e ﬂ
FHRE R S - ST EIE
refundprice R string Y EYEA L=
JRET 2SR
(& B2 580 5 R -RUL B EE AR SE R RT R 15 B a5 30 43 2R 5K)
[EfE
[EfEF S string B3+ S_pEERR , passcode
KB F_gERRER

2.1 Fr R & A

Ex : C# code
{

string JS1, JS2, Jstr, JSS, OP, paypasscode;
Obj_Refund_JS objRefund = new Obj_Refund_JS();
objRefund.mem_cid = "28229955";
objRefund.buysafeno = "8000002211014651125";
objRefund.mem_type = "2";

objRefund.refundmode = "1";
objRefund.refundprice = "1000";

objRefund.refundvalue = "H[EEFL",

paypasscode = objRefund.mem_cid + "202211010002" + System.Convert. ToString(Int(objRefund.refundprice)) + %72 2 &5,

paypasscode = FormsAuthentication.HashPasswordForStoringInConfigFile(paypasscode, "shal");

objRefund.passcode = paypasscode;

OP="R ap":
JSS = JsonConvert.SerializeObject(objRefund);

Jstr = Mod_ChkObject. AES256_Encrypt(JSS, ObjOutPutKey.EncryptionKey, ObjOutPutKey. EncryptionIV);

JS1 = Jstr.Substring(0, Int(Jstr.Length / 2));
JS2 = Jstr.Substring(Int(Jstr.Length / 2), Jstr.Length - Int(Jstr.Length / 2));

returnStr = SubOP(OP, "", IS1, JS2, objRefund.mem_cid, timestr, ObjOutPutGetPass.CheckNum, posturl); }
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it 1~ AES256 Mm%

S NAIEIBIE Chnet %, AL EAH

HE SR 7 AES2S6/IIfRE » DIIZ IS B 2 EUSHIK ey (1 (EncryptionKey) K IV{E (EncryptionI V) fifinfig
Content : FENNEHEITIANLE

Keu : EncryptionKey

IV : EncryptionlV

Ex : C# code
public string AES256_Encrypt(string Content, string key, string 1V)
{

byte[] ByteString = Encoding.UTF8.GetBytes(Content);
byte[] ByteKeyString = Encoding.UTF8.GetBytes(key);
byte[] BytelVString = Encoding.UTF8.GetBytes(IV);
RijndaelManaged RDEL = new RijndaelManaged();
RDEL.Key = ByteKeyString;

RDEL.IV = BytelVString;

RDEL.Mode = CipherMode.CBC;

RDEL.Padding = PaddingMode.Zeros;

ICryptoTransform cTransform = RDEL.CreateEncryptor();

byte[] ResultByte = null;
ResultByte = cTransform.TransformFinalBlock(ByteString, 0, ByteString.Length);
string ReturnStr = Convert.ToBase64String(ResultByte, 0, ResultByte.Length);

return ReturnStr;
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it 2 ~ AES256 #F% :

A NAIEIEIER Chnet 4%, (EAL2HH]

b S 4R 2 AES256fiF T - DAaizih R RS K ey (B (EncryptionKey) &z IV{E (Encryption V) iz

Content * FRENIFEHINE
Keu : EncryptionKey
IV : EncryptionlV

Ex : C# code
public string AES256_Decrypt(string Content, string key, string 1V)
{

byte[] ByteString = Convert.FromBase64String(Content);
byte[] ByteKeyString = Encoding.UTF8.GetBytes(key);
byte[] BytelVString = Encoding.UTF8.GetBytes(IV);
RijndaelManaged RDEL = new RijndaelManaged();
RDEL.Key = ByteKeyString;

RDEL.IV = BytelVString;

RDEL.Mode = CipherMode.CBC;

RDEL.Padding = PaddingMode.Zeros;

ICryptoTransform cTransform = RDEL.CreateDecryptor();

byte[] ResultByte = null;
ResultByte = cTransform.TransformFinalBlock(ByteString, 0, ByteString.Length);
string ReturnStr = Encoding.UTF8.GetString(ResultByte);

return ReturnStr;

10



PQY'\?IW  IEES LS RRHERAT

PayNow Online payment Co,. Ltd.

7E3 + PassCodeZE4#I Al (PassCode CHifllsh H2E8) :

GP EUSHEHIREHS

L mem_cid & GPREINMNERZES (F15) SEEM SHA256HZNEBEFE(FE6)BEARR T A
[BZERAIPassCodefR Al

M mem_cid & GKIRAIMMERZE (5£5) SH#EE - DBEHEEIE(CheckNum)BINE# 8 SHA2565 =% F &5

FR7EBBAREA

GK EiiSKey BRIV

P mem_cid & GKEAINIERZES (515) $#E%E - DUBHEENE(CheckNum)BINE#® M SHA256% = E F &5
F7)BEBARHA

[BlZERAIPassCodefR Al :

PL mem_cid & GP#BEINI#ESIZES (FE5) SB1EEM SHA2S6H ZNEFBH(GI6)BEASHEA
i¥4 - TimeStr BREAEE

Ex : LIHHA 2019-11-24 00:50:18 Z=4 10 #&EF
FLZE41 . XGH - 51 EHATFERE—M 2019=9
2EABS—BFNEEXRE - 11/24 BSFEM 328K - RUL2 £ 41 =328
E5Z10H :5-6 H/N\HEF =00; 7-8 H0EHF =50; 9-10 AW HEHF =18

1 £ 10 #B#AMRKEE TimeStr = 9328005018

11



PQY'\?IW | TEER SR ERAT

PayNow Online payment Co,. Ltd.

555 - MIHERIE AL IR ;

D RILANNEERERL(23 15)E2MNHEE (23 1) SEH AR ZENEUHF - BEISH 10 BEEFHEM®EERIA 10
SHRBENAFESMEREZIRER 1 85 (10-8-%) - =/ 10 AU 0 ; Z&RINHERESR 15 > pRlEEEias
WS 1 A5 EEES 16 585 ; GPZ 81 GKZ EAES AT :

GP : BUSBEHInES
EX : BXRMIESR(mem_cid) = 028229955 - TimeStr = 9328005018

DNHEELEL(23 #F) : 93193193193193193193193

DNHEERERN(23 45) AR IRSE O 55 A= 0 ENERIRTRA 5 #5(5 %) = 02822 + TimeStr(10 ) = 9328005018

+ TimeStr A1 4 #5(4 %) = 9328 + BXIRK®E 4 54 #) = 9955 - MEHEE 23 ) =

02822932800501893289955

i 45 A B AR SR EN L Eu 2 =480

BEZ 2 RIS EILAB0 :
0+6+8+8+6+9+7+6+8+0+0+5+0+3+8+1+9+2+2+7+9+5+5=114
114 /10 588 4 . M#EeEEE B 10-4 = 6 MN#EEEZEE = 0282293280050186

X#HAL[E7E PassCode FFRINNMEIRZAS E L GK YR A Z

12
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GK : Bl Key & IV

EX : BZRSE(mem_cid) = 028229955 - TimeStr = 9328005018
NIREEEN(23 #5) £ 93193193193193193193193
NNHERERN(23 1F) ‘BRIRIE 98 A B4 0 ENEXIRTRE 5 85(5 15) = 29955 + TimeStr(10 #5) = 9328005018
+ TimeStr B 4 (4 #5) = 9328 + B XIRTA 4 W54 #5) = 0282 - MEEHQ23 W) =
29955932800501893280282

&5 Ao B EA B B SR N AL {8l (1 B4R T

18 27 9 45 15 9 27 6 8 0 O 5 O 3 8 8 9 2 72 0 2 72 6
HUE 7 RIS 2L AR N
8+7+9+5+5+9+7+6+8+0+0+5+0+3+8+1+9+2+2+0+2+2+6=104

104 /10 GE8R8L 4 : NERER B 10-4=6

NNHEMZAEE = 2995593280050186

XA RL[EZE PassCode FFRIMNMERZASE L GP RUARAIE

13
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it 6 * SHA256 #ZEMEF & .

Ex : C# code

public string SHA256_Encrypt(string Content)
{
System.Security.Cryptography.SHA256CryptoServiceProvider sha256 = new System.Security.Cryptography.SHA256CryptoServiceProvider();
byte[] ByteString = System.Text.Encoding.ASCII.GetBytes(Content);
ByteString = sha256.ComputeHash(ByteString);
string ReturnStr = null;
foreach (byte bt in ByteString)
ReturnStr += bt.ToString("x2");

return ReturnStr.ToUpper();

A

it 7 ~ SHA256 #iZMEF S :

Ex : C# code

public string SHA256_HMACSHA256(string Content, string Key)

{
byte[] ByteString = System.Text.Encoding.ASCIl.GetBytes(Content);
byte[] ByteKeyString = Encoding.ASCIl.GetBytes(Key);
byte[] HasBytes;
HMACSHA256 sha256 = new HMACSHA256(ByteKeyString);
HasBytes = sha256.ComputeHash(ByteString);

string ReturnStr = BitConverter.ToString(HasBytes).Replace("-", "").ToUpper();

return ReturnStr;

14
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it 8. PassCode & {3l

Ex : C# code

5

public String GetPowerCheck(String mem_cid, String TimeStr, bool InPutFlag)

int CheckNum = 0;

int intPN =0;

int intCN =0;

int intTime;

string PowerNum = "93193193193193193193193";

n,
’

string BaseNum =
string PowerCheck ="";
string webno = mem_cid;
try
{
/AR RHR R 2 45 1085
if (TimeStr.Length != 10) throw new Exception("TimeStritiii » s5iGE &8 & IFHE");
L snEINN|IE Ry e

for (inti = 0; i < TimeStr.Length; i++) { if (Int32.TryParse(TimeStr.Substring(i, 1), out intTime) == false) throw new Exception("TimeStrizs -

1¥185.5 55 S A 189

if (Mod_ChkObject.Check_TW(mem_cid) == "0") { webno = StrRight(mem_cid, 9); }
WES = el

if (Mod_ChkObject.ValidBID(mem_cid)) { webno = StrRight("0" + mem_cid, 9); }
/IE7GP

if (InPutFlag == true)

{

BaseNum = StrLeft(webno, 5) + TimeStr + StrLeft(TimeStr, 4) + StrRight(webno, 4);
}
else
{

BaseNum = StrRight(webno, 5) + TimeStr + StrLeft(TimeStr, 4) + StrLeft(webno, 4);
}

if (BaseNum.Length != 23) throw new Exception("f@fZHEsEE0 » s ia B 2 A IEME");

for (inti=0;i<=22;i++)

{

intPN = Convert.Tolnt16(BaseNum.Substring(i, 1));

intCN = Convert.Tolnt16(PowerNum.Substring(i, 1));

CheckNum += Convert.Tolnt16(StrRight(Convert.ToString(intPN * intCN), 1));
}

CheckNum =10 - (CheckNum % 10);

CheckString += StrRight("0" + Convert.ToString(CheckNum), 1);

15
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return PowerCheck;

}
catch (Exception ex)
{
return ex.Message.ToString();
}

public String GetPassCode(String mem_cid, String PowerCheck,bool ByKey,String key)
string PassCode ="";
try
{
PassCode = mem_cid + PowerCheck;
if (ByKey == false) { PassCode = SHA256_Encrypt(PassCode); } else { PassCode = SHA256_HMACSHA256(PassCode,key); }
}
catch (Exception ex)
{
string strerr = "Error in HashCode : " + ex.Message;
PassCode = strerr;
}

return PassCode;

16
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fiy i - RFRARIS IR RS

RO00 BRAGENER  FELARBES

R001 BB AERIRIER

R002 28(#55R (buysafeno) B4R

RO03 S8R (WebNo) BEXEEIRRF(QSRRAENS D&
R004 SYHR (d) EXFEIRR

R0O05 288852 (refundvalue) BEREH

R0O06 288532 (refunddate) EEEHER

R0O07 28852 (ECPlatform) ECHaE & 78

RO0S 283528 (IDKey) IDKey B2 BI1E

R0O09 288855 (PassCode) 1&ER= RIS

RO10 28$852 (refundmode) BERIAE

RO11 SHRSATUEHERR

RO12 RS EREBFREER AR

RO13 BEIRS

R0O14 288852 (mem_bankaccno) SR1TIRSRE

RO15 2 #5852 (accountbankno) SRITHRES

RO16 288832 (mem_bankaccount) BRERTHITRRE

17
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RO17 HEXRIEERFRS 2MEHBHNEFTRERE
RO18 FERINRZAIZTRI

RO19 IEE mERERFERMR

R020 IR S BBIRERBASFEK

R021 IERRS/NR30TTAFER

R022 RS EREPFREER AR

R023 IR S EFAAFERR

R024 S8 #E5R (idRegist) HEES )& 7k #H R
R025 BREEVHIERR @ RS RAE

R026 IWEREURERS

R027 RSEWABRFTEHELOE - BAIASER
R028 REEZRI R ZEN R

R029 REER R IR ARG

R030 REZERFRS

RO31 BREERIER

R032 IR S AR BB 2 IR

R033 SHBERER(+30)EAREAREE -

R0O35 RIGFREUE

R036 S5 B - BIRER
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R0O37

IERERBRIBORRS - BRIFFTMA2-3E LIEX ; ER3MELIE
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